TCP /| CESR ONBOARDING PROCESS
QUICK REFERENCE GUIDE

SAM Office

[ Need for a Technology Control Plan (TCP) is identified by the ]

¥

Administrator

TCP Intake Form is completed by Brandi Boniface / SAM

¥

and subjected clauses

[ RED Team initiates TCP draft based on security requirements ]

|

A/

L

Principal Investigator (PI)
provides project specific input
to complete the draft TCP

CEC IT contacts the Pl and
team to discuss equipment
needs and security measures

Draft is provided to Brandi
Boniface / SAM Adminstrator
for final language approval

Pl (and all Co-PlIs) provides
the RED Team with the initial
user list for those working on

the project

v

via Docusign

[ Atter final approval of draft, TCP will begin routing for signature\

\

After four initial approval signatures are complete, project
account is set up by the SAM Office

|

TCP continues in Docusign
through the remaining user
list provided by the PI

y

All users complete the CESR Access Request form
in Smartsheet to intiate onboarding

]

v

y \

RED Team submits a request
for background check of the
user

User is sent the required
export and security
compliance trainings via
email from Smartsheet

~

¥

|

User completes HireRight
form

¥

Background Check Office
clears the user for work

L

User completes trainings and
submits their certificates

¥

\

RED Team submits a new CESR Onboarding ticket for
the User in ServiceNow to start technical onboarding

]

\]

Y

User meets with CEC IT to
recieve equipment and
security related instruction

CEC IT enters the user in the
ServiceNow Secure
Personnel Database

v

Onboarding process is completed
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